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Abstract—Constant population growth influences of health
care demands and needs for new, more advanced sdiéa
solutions. Classical way of providing the health aga& services
could be very robust. It requires new paradigm andechnology
for more effective solutions. Rapid development imfrmation
and nano technologies change the health care systémtotal. It
gives to the health care system a new, global doma# Internet
of Nano Things (IoNT) and nanomedicine.

These two concepts are beginning to change the falations
of disease diagnosis, treatment, and prevention. Eue
healthcare based on IoNT powered e-health systemslwnake
health monitoring, diagnostics and treatment more prsonal-
ized, timely and convenient. These improvements ingase the
availability and quality of medical care followed with radically
reduced costs. Thus, analysis of this approach isighly im-
portant for future development of healthcare.

Keywords— healthcare, nanomedicine, nanotechnology, In-
ternet of Nano Things.

I.  INTRODUCTION

* Anything communicates;
» Anything is identified; and
» Anything interacts.

Nowhere does the 10T offer greater promise thathé
field of healthcare. McKinsey Global Institute its ireport
presents predictions and economic feasibility of [mow-
ered healthcare, which states that by 2025 theesarger-
centage of the IoT incomes will go to healthcark (F5g.
1).
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Fig. 1.Economic Impact of lIoT Applications in 2025 provitley the
McKinsey Global Insitute

The present tremendous developments in the field of

nanotechnology (a technology which is deployedeésiikd
devices within the nanotechnology radius) lead éw ma-
nomachine (the most basic functional unit, integplaby
nano-components and able to perform simple tastis as
sensing or actuation) applications that could hienafious
industries, including healthcare, industry, as wadl the
military [1]. In other words, the development ofnoacale
electronic and sensor devices has the potentiantble
advances in ubiquitous computing and distributedl seif-
organising network systems [2].
with nanotechnology can solve many of the worldigrent

problems. A more realistic view is that there widt be the
aspect of life untouched by nanotechnology. Itxpeeted

that nanotechnology will be in widespread use b0
Mass applications are likely to have great impaspecially

in industry, medicine, new computing systems, amstasn-

ability [3].

The ability of everyday devices to intercommunioatth
each other and/or with humans is becoming moregheat
and is known as the Internet of Things (loT). laikighly
dynamic and radically distributed networked systeom-
posed of a very large number of smart objects. &nain
system-level characteristics of 10T are [4]:

Manufacturing

Embedding nanomachines in the environment add a

new dimension to the Internet of Things, realizing Inter-
net of Nano Things (IoNT) vision (Fig. 2).
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Fig. 2 The Internet of Nano Things possible applicatidrntha global
scale [6]

The interconnection of the nanonetworks to theewid
Internet will bring along new challenges. Thesellenges
will include acquiring new communication and intaré
mechanisms between the nano- and micro scale rietvagsr



well as techniques to handle the large amount td tiaat
will emerge from nanonetworks. New service modelthea

application layer to manage data from the nanongdtsvo

will also be a matter of future research. Thus,|giT will

open new opportunities for future applications unithg
healthcare, transportation and logistics, defers® aero-
space, media and entertainment, manufacturingggraard
utilities, retail, and others services [6]. The laggiion of
nanotechnology is most exciting in the biomedicamdin,
where advances are being made in both diagnostic
treatment areas [3]. This fact ranks nanomedicéeree of
the top 5 trends in nanotechnology.

In order to define future healthcare opportunititgs
paper presents the possibility of nanotechnologyfication
in medicine as well as the ways and importancetef¢on-
necting nanodevices with the Internet for developima
sophisticated medical and expert system for petdmlth
management. The concept and architecture of newpisT
adigm called Internet of Nano Things (IoNT) is meted.
Security and ethics issue of applying this tecHrapgroach
are considered too.

In summary, the perspectives and challenges of bath
nomedicine and IoNT are presented in the restefptper,
which is structured as follows. Section Il preseataano-
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Fig. 3.The Internet of Nano things application in Healteca

Existing biological nanomachines, such as nanosenso
and nanoactuators provide an interface betweerndital
phenomena and electronic nano-devices. In the d&iigps
area, nanosensors that can detect, identify, arahtidy

medicine, therapy and enhancement. The architeatfire biological substances in body fluids are leadingetuly

IONT is presented in Section Ill while Section IVepents

disease detection and earlier treatments as wétleasbility

security and privacy issues of IoNT applications into detect environmental contaminants in the body Na-

healthcare. Finally, Section V concludes the paper.

I. NANOMEDICINE, THERAPY AND ENHANCEMENT

Nanotechnology has diverse applications in headtte c
sector, including the development of new diagnosiicl
imaging applications, more potent pharmaceuticalsd
drug delivery mechanisms, implants and devicesTBgre-
fore, nanomedicine is the process of diagnosirggtitng,
and preventing diseases and traumatic injury bpgusia-
noscale-structured materials and simple nanodevites

nomachines deployed inside the human body canrbetee
ly controlled from the macroscale and over therhdé by
an external user (a healthcare provider), creaitinguch
way a new networking paradigm - the Internet of dan
Things.

The dominant research fields and application inonan
medicine [9] can be summarized into:

A. Drug Delivery Systems

Nano-based drug delivery systems aim to improve the
bioavailability and pharmacokinetics of pharmacealt
and to provide non-invasive routes of drug admiatgin.

can be manufactured today. The core of nanoscale;__—xammes of drug delivery systems in developmeat tise

structured materials and nanodevices is the ifieraof

nanomaterials are liposomes, nanosuspensions, pdtym

these materials with biological systems. In thegmnterm, _nanoparticles, dendrimers, fullerenes, carbon nees,
perhaps 10-20 years from today, nanomedicine ma§ gi ang inorganic nanoparticles. One of the drug defivie-

molecular machine systems and nanorobots, as adipe jces undergoing clinical trials is a nanopartistell con-
nanomachines, which may join the medical armamizmtar taining a chemotherapy agent [2].

finally giving physicians the most potent tools gi@able to
conquer human disease, ill-health, and ageing @if/]. B.
In addition, nanorobots are seen to be instrunhénta
nanomedicine and cognitive enhancement in futuegel
classes of medical nanorobots such as respirocgfieso-
cytes, vasculoids, and microbivores are desigrnéahdiv.

Implants

Nanomaterials and nano components have increasingly
been developed for medical implants. Major applicat
fields are hard tissue implants, bone substitutéernads,
dental restoratives, soft tissue implants, anchaitic mate-
rials for coating or disinfecting medical equipmeR&ano-



materials have been developed for orthopedic intplérat
have greater biocompatibility, promote new bonewgho
and which are hoped to have longer life spans [2].

C. Diagnostic Tools and ICT (Information and
Communication Technologies) Interfaces

The next generation of medical applications willrhade
possible through greater and more specific phygio&
and health data provided by new medical surveidaand
diagnostic tools. While this field is still far sttea than that
of drug delivery, new information accessed throumgimo-
diagnostics arguably poses the greatest challdoggsiva-
cy. Similarly the use of ICT implants for diagnastiurpos-
es has to date attracted little attention [7].

D. Nanobionics

Another emerging field is that of "nanobionics”, -de [1]:

scribed by some as the convergence between biaady
electronics. Nanotechnology does not yet play gooitant
role in the manufacture of commercially availablie

implants. Nonetheless, there are many examples ewher

nano-structured materials are being used for Speoifim-
ponents of active implants, to improve the biocotityildy
of implants, and to support more effective eleatradllular
interfaces [2].

. |ONT ARHITECTURE FOR HEALTHCARE
APPLICATIONS

Internet-connected devices, brought out to patientgr-
ious forms, enable tracking health information wisavital
for some patients. This creates an opening for temdevic-
es to present more valuable data, lessening therttfor
direct patient - healthcare professional interactibig. 4)
[10]. With faster, better insights, providers canprove
patient care, chronic disease management, hostain-
istration and supply chain efficiencies, and previdedical
services to more people at reduced costs [11].
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Fig. 4.The Internet of Things architecture [10]
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The 10T rapidly change the healthcare scenarioobyd-
ing on the way people, devices and applicationscaire
nected and interact with each other and offer psomi
solutions for healthcare, making a more revolutigraache-
type for healthcare industry developed on a prisesurity
model [12]. Several e-health scenarios are endbjecpid
ICT advancements and with the increasing numberrart
things (portable devices and sensors). Such createzilth
solutions provide a great wealth of informationttban be
used to make actionable decisions. By linking infation,
people, devices, processes and context, Interne¢neal e-
health creates a bunch of chances to improve owspm
increases efficiency, and makes healthcare afféedab

In order to track and record personal data it iseBsary
to use sensors or tools which are readily availabléhe
general public. In the IoNT paradigm, the followingm-
ponents are main blocks of the network architectbig. 5)
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Fig. 5.The Internet of Nano Things architecture in Hezdtle application
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* Nano-nodes - the smallest and simplest na-
nomachines which have limited memory and ener-
gy, able to perform simple computation, and can
only transmit over very short distances. Nano-
nodes can be nanomaterial-based designed and bio-
inspired designed (Fig. 6).
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Fig. 6.Design principles of nano nodes [10]

In general, nanosensors can be classified into the
following types: physical (mechanical, acoustical,
thermal and radiation, optical, and magnetic);

100 nm

« Nano-routers - nano-devices which aggregate in-
formation coming from limited nanomachines and
can also control the behavior of nano-nodes by ex-
changing very simple control commands (on/off,
sleep, read value, etc.).

< Nano-micro interface devices — these devices ag-
gregate the information coming from nanorouters,
to convey it to the microscale, and vice versasThi
device are able to communicate in the nanoscale
using the nanocommunication techniques and to
use classical communication paradigms in conven-
tional communication networks.

chemical (atomic and molecular energies); and

biological

(antibody/antigen
interaction, enzymatic interaction). Approaches for

interaction,

DNA - Gateway - this device enables the remote control of

the entire system over the Internet.

the fabrication and integration of nanosensors are
presented in Fig. 7.
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Fig. 7 Approaches for the fabrication and integration afizsensors [10]

The unique properties of the nanoscale and theeatu applications would offer significantly more inexjzére and
nanonetworks require new solutions for communicetio faster application of nanotechnology in medicine.
that should be provided by the information and camita-

tion society [1]. As communication is crucial incbunet- IV.
works for extended or permanent health monitorimgl a

| ONT HEALTHCARE APPLICATIONS: SECURITY AND
PRIVACY ISSUES

diagnostics, author of [13] defined four recogniezabear

future communication needs of nanotechnology inlthea

applications:

Various applications of nanomedicine include theetie
opment of novel diagnostic and imaging applicatiansre

1. Information transfer;
2. Control data transfer;
3. Sensing and Identification; and

potent pharmaceuticals and drug delivery mechanismd
active implants and devices [2]. For example, diestio
nanosensors will allow early detection of variousedses,

4. Localization.

The importance of communication with devices plaged
human body also rises as an extensive researchiaral-
opment. On that point is also an impression thaptdn of

like cancer, at the very onset of the symptomspreethe
disease is perceived by the patient. Early deteatieans
higher chances of successfully treating and overegrhe
disease. In other words, scale of hanodevices esabhch-

existing communication technology to micro- and aman



ing hard to access areas and access vital infamati a
whole new level (molecular information).

The primary and largest benefit of self-monitorisgs-
tems is the elimination of the necessity for thpatty hospi-
tals to run tests, which are both expensive angtltgn The
second advantage is connection with healthcarerezgps-
tems which are very important for giving corredoimation
for diagnosis, reducing medical errors and progdmme-
diate medical services [14-16]. These expert systane
usually based on artificial intelligence, and tlaeg added to
sensed data.

In other words, the body area networks collect|\p&
tient information and feed this information to seevprovid-
ers’ computing systems or expert systems. As altreasu
achieves higher accuracy and efficiency in monitprihe
health conditions of a great number of patientd.[Iiere-
fore, these systems are an important advanceméin¢ iarea
of personal health management [18].

and application of materials and devices on theoseale.
Through the design, characterization, productioth appli-
cation of nano sized, intelligent materials andrthgplica-
tion within medicine, there is a possibility to odwtionize
the healthcare. In other words, the nanotechnolag be-
come a new advent of medicine (nanomedicine). Heedf
nanotechnology in medicine offers some excitingsmk-

ties.

Nanotechnology-based therapies, in vitro diagnsstic
and imaging agents are still in an early stage edfetbp-
ment, although it is expected that their importandé
grow. Nano drug delivery systems (NDDS) now on the
market are first generation products that use naerials
to increase the solubility and therefore the bidadity of
drugs, or which concentrate drugs in particulssuis. Just
as the understanding of the unintended consequenfces
exposure to nanomaterials for human health ancetive
ronment remains rudimentary, scientists are juginméng

As the science and technology of nanomedicine spedd understand the interaction of NDDS with the inm@u

ahead, ethics, policy and the law are strugglingelep up.
It is important to proactively address the ethisalcial and
regulatory aspects of nanomedicine in order to mize its
adverse impacts on the environment and public in¢af].
The computerization of medical information has edis
significant concerns about privacy. Critical mediagdor-
mation must be protected from illegal usage forspeal
advantages and fake acts what implies the impaetanic
security and reliability in IoNT powered e-healtblugions.
Thus, privacy issues should be well addressed $arerthe
appropriate use of the sensitive data collecteoh foersonal

system, cells, and organs.

Nanotechnology provides extraordinary opportunities
only to better materials and medical devices, Hsb &0
create new “smart” devices and technologies. lofh wano-
machines have attracted much attention as oneeohdhv
research areas. In this way, nanotechnology anthtemet
together create a novel vision — Internet of Narongs
(IoNT). Nowhere does the IoNT offer greater prontisen
in the field of healthcare. The application of loNTnano-
medicine presents a very significant improvemenhamo-
medicine - enhancing human health in novel waysjqua

health monitoring devices. The European Commissionlarly in preventive health, proactive monitoring|léw-up

eHealth Action Plan 2012-2020 provides a roadmagnte
power patients and healthcare workers, to link epiaks
and technologies, and to invest in research towtdrelper-
sonalised medicine of the future [20]. Togetherhwthis
plan, the Commission issued a Staff Working Docunaen
Telemedicine which is the provision of healthcagevices,
through the use of ICT, in situations where thelthearo-
fessional and the patient are not in the same itotathe
aim of these regulations is to help dealing witk légal
aspects related to data protection rules, privaattars and
reimbursement. In this way, secure transmissiomedical
data and information, through text, sound, imagestber
forms needed for the prevention, diagnosis, treatraed
follow-up of patients, provides smarter, safer gadient-
centered health services.

Discussion ANDCONCLUSION

Nanotechnology is a subject area of applied sdienti
discipline focused on the design, synthesis, charaation

care and chronic care disease management. Nanomand
cro-networks of sensors enable continuous healthitore
ing and logging vital parameters of patients. Ineotwords,
these networked systems continuously monitor petien
physiological and physical conditions, and transseihsed
data in real time via either wired or wireless teabgy to a
centralized location where the data can be mornltened
processed by trained medical personnel. Havingii inat
e-health systems store and process very senstitee such
systems should have a proper security and priveaayd-
work and mechanisms. Only in this way, the princigpaal
of Future Healthcare idea - early disease deteetiohdiag-
nosis, as well as precise and effective therapgréa to the
patient, accompanied with reduced cost is enabled.
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